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Abstract: Most current network security research based on game theory adopts the static game or multi-stage dynamic
game model, which does not accord with the real-time change and continuity of the actual network attack-defense process.
To make security threats warning more consistent with the attack-defense process, the threat propagation process was an-
alyzed referring to the epidemic model. Then the network attack-defense game model was constructed based on the qual-
itative differential game theory, by which the evolution of the network security state could be predicted. Based on the
model, the qualitative differential game solution method was designed to construct the attack-defense barrier and divide
the capture area. Furthermore, the threat severity in different security states were evaluated by introducing multidimen-
sional Euclidean distance. By designing the warning algorithm, the dynamic warning of the network security threat was
realized, which had better accuracy and timeliness. Finally, simulation results verify the effectiveness of the proposed al-
gorithm and model.
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